HUONG DAN CAI PAT VA SU DUNG CHU KY SO USB
TOKEN KY HOA PON PIEN TU

PHAN I: CAI PAT TRINH QUAN LY USB TOKEN VAO MAY TiNH

Yéu ciu hé théng:

May tinh chay hé diéu hanh Windows 10 trd 1én.
Cong két ndi USB hoat dong binh thuong va on dinh.

USB Token chit ky s6 hop 1¢ ctiia bat ky nha cung cép nao tai Viét Nam (Viettel,
VNPT, FPT, FastCA, Bkav, NewCA...).

Cai diit tryec tiép tir 6 dia tich hop trén USB Token

Bude 1: Cam thiét bi USB Token véao cong USB clia may tinh.

Bud6e 2: Mo This PC (hoic My Computer), tim dén 6 dia 40 CD Drive mang tén
nha cung cap chit ky s6 (vi du: FastCA, Viettel-CA, VNPT-CA, BkavCA...).

Buwéc 3: Nhip dup chudt vao file cai dat (thuong c6 tén Setup.exe,
[Tén_NCC]_installer.exe hoic biéu tuong logo ctia nha cung cap).

Budc 4: Thuc hién theo trinh hudng dan trén man hinh:
« Chon ngon ngit (Tiéng Viét hoic English).
« Nhin Pi tiép (Next) qua cac bude va giit nguyén cac duong dan mic dinh.

« Nhén Cai @it (Install) - Nhian Hoan tit (Finish) sau khi qua trinh cai dat két
thuc.

Kiém tra sau khi cai dat

M6 phan mém quan Iy chimg thu sé (Token Manager) vira cai dat trén man hinh
Desktop.

Ping nhap bang ma PIN ctia USB Token do nha cung cap ban giao (méc dinh thuong
13 12345678 hoic mat khau ban da doi).

Kiém tra xem tén chi thé (c4 nhan/doanh nghiép) va thoi han chimg thu sb hién thi
chinh xé4c 1 hoan tat.



PHAN II: CAI PAT VA CAU HINH CONG CU KY SO (SIGNING AGENT)
Cong cu Signing Agent dong vai tro 13 ing dung trung gian két ndi gitra trinh duyét web
va thiét bi USB Token.
_ Buwéc 1: Tai bd cai dat: Truy cap vao link cung cip cua hé thdng, tai t&p nén
SigningAgent.zip vé may tinh.
- Budc 2: Gidi nén va khéi chay ing dung
. Nhap chudt phai vao file SigningAgent.zip vira tai vé, chon Extract All.. (hoic
dung WinRAR/7-Zip) dé giai nén.
« Mo thu muc d3 giai nén, nhap chudt phai vao tép SigningAgent.exe (biéu tuong
song am mau xanh) - chon Run as administrator.
e (Néu xudt hién théng bdao Windows Protected your PC/SmartScreen, bam "More

info" = chon "Run anyway").

workers 11/09/2026 09:26 File folder
@ aspnetcorevZ_inprocess.dll 11/09/2026 09:26 Application extens... 375 KB
@ D3DCompiler_47_cor3.dll 11/09/2026 09:26 Application extens... 4631 KB
@ Penlmc_cor3.dll 11/09/2026 09:26 Application extens... 155 KB
@ PresentationNative_cor3.dll 11/09/2026 09:26 Application extens... 1,207 KB
Q SigningAgent 11/09/2026 09:26 Application 175,261 KB
D SigningAgent.pdb 11/09/2026 09:26 VisualStudio.pdb.e... 37 KB
|j SigningAgent.staticwebassets.endpoints 11/09/2026 09:26 JSON Source File 1KB
@ veruntime140_cor3.dil 11/09/2026 09:26 Application extens... 122 KB
@ web 11/09/2026 09:26 Configuration Sou... 1KB
@ wpfafx_cor3.dil 11/09/2026 09:26 Application extens... 1910 KB

~  Buéc 3: Tai va ciu hinh file Driver (.dll / PKCS#11) ciia Token: Trén giao dién
cua Signing Agent, tai khu vuc USB Token:

. Néu ban chua c6 file driver thu vién cia token, tai khu vuc USB Token, nhép

truc tiép vao tén nha cung cip chit ky sd ban dang str dung (VNPT-CA, Viettel-

CA, FPT-CA, Bkav-CA, NewCA, FastCA...) 3 m¢ link tai file driver (dang .dlII).


https://drive.google.com/file/d/1OLlpkevICpyJlXZ1Njyshsb5MsVRbB_I/view?usp=drive_link

Tai dong Puong dan file driver (.dll) dd cai/dd tai, nhan nat Duyét... va tim
chon dén file driver thu vién cua token (vi du: fca v1.dll trong thu muc
Downloads hodc thu muc cai dat token).

Sau khi duong dan hién thi trén 6, nhan nat Thém dé nap cau hinh.

Nhén nut Duyét dé bat dau két ndi.

Q Signing Agent — X

Signing Agent
Ung dung ky s6 bang USB Token cho trinh duyét trén may nay
Két nGi

Céng ldng nghe: 47215

Trang web dudc phép két ndi (CORS):
(chua cau hinh — bam "Stra..." dé thém) Stra...

USB Token

Tai phan mém nha cung cap (néu chua cai):
VNPT-CA  Viettel-CA  FPT-CA (FPT.CA)
Bkav-CA (SafeCA) NewCA / CA2 (Nacencomm)
FastCA  SafeNet / Thales eToken

Dudng dan file driver (.dll) da cai/da tai:
C:\...\vendor_pkcs11.dll Duyét... Thém

Tén file thudng co6 dang ".._pkes11.dll" (vd: vapt_pkes11.dll,

Trang thai USB Token:
Chua cau hinh driver Kiém tra lai

s

Khac
() Khéi dong ciing Windows
Md thu muc cau hinh Mé tép nhat ky (log)

o Dich vu: Chua chay

_  Budrc 4: Ciu hinh dia chi web dugc phép két ndi (CORS)

Khi két nbi v6i USB Token thanh cong, hién thi thong béo can két noi (CORS).
Nhin Ok dé mo cira s6 nhap dja chi URL.
Nhap duong din website phan mém hoa don cua ban vao 6 dia chi (Vi du:

https://hoadon.aibat.vn



« Nhan nat Thém — nhan Luru.
Signing Agent — Ngudn dudc phép truy cap (CORS) X
Bia chi (URL) trang web dugc phép goi t6i ing dung ky nay.

Vi du: https://hoadon.aibat.vn
https://hoadon-uat.aibatvn

https.//example.com
Xoa muc da chon N
Luu Huy

Budc 5: Khéi dong dich vu Signing Agent

. Tich chon muc “Khéi dong cung Windows” dé ing dung ludn sin sang khi bat
may.

. Néu muc dich vy hién thi “Dich vu: Chuwa chay”, bam nat Bat dau dé khoi chay.

. Khi hoan tat, tng dung Signing Agent s& thu nho chay ngam duéi thanh tac
vu/khay hé thong (goc dudi bén phai man hinh).
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PHAN III: THUC HIEN KY SO HOA PON PIEN TU BANG USB TOKEN

Budre 1: Pang nhap vao phan mém Quan Iy Hoa don dién tir trén trinh duyét web.
Buéc 2: Vao danh sach hoa don, chon hoa don can phat hanh va bim Ky s6 va giri
CQT.

Buéc 3: Cap quyén truy cip cho trinh duyét

. Khi xuét hién thong bao tir trinh duyét: “/Bia chi web] muén truy cdp vio cdc

g dung va dich vu khdc trén thiét bi ndy”, nhan nut Cho phép.



hoadon-uat.aibat.vn muén X

Truy cép vao céc ing dung va dich vu khac
trén thiét bi nay

Chdyphép Chan

L
Buéc 4: Nhiap méa PIN va hoan tit ky
. Hop thoai bao mat cua Signing Agent — Nhap ma PIN s¢ bat 1én.
« Nhap chinh x4c ma PIN cta USB Token cua ban.

. Nhén Xdc nhan.
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Signing Agent — Nhap ma PIN X

Nh&p ma PIN cho:
FastCA Token
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Budc 5: Kiém tra két qua
. Sau khi ky thanh cong, trang thai hoa don s& chuyén sang dd ky sb va sin
sang gui 1én Co quan Thué. Ban c6 thé bam Xem bdn in dé kiém tra hinh anh

chir ky s6 (dau tich xanh) trén hoa don.
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